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?@2 Understanding your Form 1099-K

Form 1099-K, Payment Card and Third Party Network Transactions, is
an IRS information return used to report certain payment transactions.

¢ You should receive Form 1099-K from a payment settlement entity by
January 31st if, in the prior calendar year, you received payment:
e Through a payment card transaction, for example, through
debit cards, credit cards, prepaid cards, gift cards, etc.,
and/or

¢ In settlement of third party network transaction above the
minimum reporting threshold for the provision of goods or
services.

If you received payments from the same payor that include both
payment card and third party network transactions, you should
receive a separate Form 1099-K reporting the gross amount from
each type.

IAI%SW Definitions

Payment settlement entity (PSE)

* Inthe case of a payment card transaction, the bank or other
organization that has the contractual obligation to make payment to
participating payees in settlement of payment card transactions, and
in the case of a third party network transaction, the third party
settlement organization.

Third party settlement organization (TPSO)

« Central organization that has the contractual obligation to make
payments to participating payees (such as merchants) of third party
network transactions.

Third party network transaction

* Any transaction that is settled through a third party payment network.
Third party payment network is any agreement or arrangement that
provides:

» Guarantee of payment to the persons providing goods or services
(participating payees) in settlement of transactions with purchasers
pursuant to the agreement or arrangement.




m Form 1099-K Minimum Reporting Threshold for
IRS Third Party Payment Network Transactions

For returns for calendar years prior to 2022:

» Aggregate amount of payments for goods and services
exceeds $20,000, AND

e More than 200 such transactions
For returns for calendar years 2022 forward:

» Aggregate amount of payments for goods and services
exceeds $600

» This is determined without regard to the number of
transactions

Does not include receipt of payments from family or friends for
gifts, shared trips, reimbursements, etc.

@ Income Reporting and Recordkeeping
IRS

e You must report all taxable income you receive on your income tax
return.

e Your business’s books and records should reflect your business
income including amounts that may be reported on Form 1099-K.

In most cases, your business income will be in the form of:
o Cash
0 Checks and Electronic Funds Transfers (EFTs)
o Debit/credit card payments*
o Payments received through third party network transactions*
*Generally reported on Form 1099-K

Form 1099-K is used to report the gross amount of total reportable transactions
for the calendar year without regard to any adjustments for credits, cash
equivalents, discount amounts, fees, refunded amounts, or any other amounts.




Communications & Liaison
IRS STAKEHOLDER LIAISON

Communications & Liaison
IRS STAKEHOLDER LIAISON

Some things to know about crowdfunding and taxes

English | Esparlol | cL (@it

Tax Tip 2022-120, August 8, 2022

Topics in the News
Crowdfunding is a popular way to raise money online. People usec ing to for a business, for charity, or
News Releases for gifts. It's impartant to know that meney ralsed through crowdfunding may be taxable.
Multimedia Center Some money raised through crowdfunding may be considered a gift.
Tax Relief in Disaster Situations Under federal tax law, gross income includes all income from any source, unless it's excluded from gross incame by law, In most

cases, gifts aren't included in the gross income of the person receiving the gift. Here's what people involved in crowdfunding
Inflation Reduction Act #hould know:
« if a crowdfunding organizer is raising money on behalf of others, the money may not b! mtluded in the organizer's gross

Tax Reform income, as long as the omnlw glm the money to the persnnfor whom they
» ifpeople donate o a ign out of gy y and without exp g anything in retumn, the donamns are
Taxpayer First Act gifts. Therefore, they will not be |m:luded in the gross income ul the person for whom the campaign was organized.
* However, nat all diunding igns are gifts and may be tavable.
Tax Scams/Consumer Alerts. » When employers give to funding for anemp those ions are generally included in the

employee’s gross income.
Tha Tax Gap

Taxpayers may want to consult a trusted tax pro for infe ion and advice regarding how to treat amounts received from
crowdfunding campaigns.
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W I%SW IRS.gov resources

Understanding Your 1099-K

Understand Form 1099-K,
Payment Card and Third Party
Network Transactions, and what
you should do if you receive
one.

About Form 1099-K, Payment
Card and Third Party Network
Transactions

Includes recent updates, related
forms, and instructions on how to
file.

General FAQs on Payment Card

and Third Party Network
Transactions

General frequently asked
questions on Payment Card and
Third Party Network
Transactions.

Publication 334 Tax Guide for
Small Business (For Individuals
Who Use Schedule C or C-EZ)

Contains general information
about the federal tax laws that
apply to small business owners.
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Tax Professional Data Breaches and
How Tax Pros Can Protect
Themselves
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W @ Objectives
IRS

Identify spear-phishing emails that target tax
professionals

Report tax related spear-phishing scams

Protect yourself from becoming a victim of a phishing
scam and data breach; and

Report a tax professional data breach

"
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Spear-phishing Scams Targeting
Tax Professionals
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W RS Current Data Breach Statistics

The recent Verizon Data Breach Investigations Report (DBIR)
found:

“82% of breaches involved a human element” (e.g.,
Phishing, Misuse, or Error)

Phishing was one of the four main entry points into an
organization

The recent Internet Crime Complaint Center (IC3) report
Phishing/Vishing/Smishing/Pharming was listed as a Top 5
Crime Type reported over the last five (5) years
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¥
W Ialgsw Common Schemes

The most common schemes that target tax professionals are:
spear phishing
ransomware

unauthorized access
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¥l  Phishing Lifecycle
IRS

A Lure: enticing email content

A Hook: an email-based exploit (e.g., a phishing URL or
malicious attachment)

A Catch: a transaction conducted by an actor following a
successful attempt
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@ IRS-themed Phishing Email
IRS

Got Started

(=
Custo, 120001
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W@ Spear Phishing

Targets a specific audience

Appears as a familiar or trusted contact
Fellow tax practitioner
Tax software provider
Potential or current client

The goal is to convince you to open a URL or download an
attachment

17

17

W %’% Common Spear Phishing Scams

“New client” scam
Account takeover

Business email compromise (BEC) / business email spoofing
(BES) scams
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@ “New Client” Scam 1t Email
IRS

From: [REMOVED]

To: [TAX PREPARER]

Sent: Thu, Apr 21, 2022 3:06 pm
Subject: Extension Client Intake
Good Morning,

| am [REMOVED], married, father of three teenage boys and a
business owner. My family and | have lagged behind in filing our
taxes and | am hoping you are not at capacity and willing to take
on anew client? | have all by books and forms in place, don't owe
taxes and usually make estimated tax payments.

Please write back if you are open to new tax clients and how to
proceed. Regards[REMOVED]

19

19
@ “New Client” Scam 2"d Email
IRS
From: [REMOVED]
To: [TAX PREPARER]
Sent: Wed, May 4, 2022 6:14 am
Subject: Re: Extension Client Intake
Hi [TAX PREPARER],Sorry for the late response, things haven't been
going as planned lately. | won't want to bore you with personal issues. As
for my taxes, | usually don't owe taxes, applied my prior year refund and
also made estimated tax payments to cushion effects of situations like
these.
*REMOVED]_1040_ScanCopy.pdf
<hxxps:/lexample[.]example/file/[REMOVED]>*
Above is a secure and SSL excerpted copy of my prior year returns for
your perusal. Kindly review and advise on way forward... | look forward
to talking with you.Regards|[REMOVED)]
20
20
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1‘1@ Account Takeover

Account takeovers are often the result of spear phishing
emails that target tax professionals

Account takeovers are a common source of data breaches,
leading to fraudulent tax filings for individuals and for
businesses
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@ Account Takeover (cont.)
IRS

FRIRS

sbesst speasphishinng scams Larget tax prolessionals

Latest spearphishing scams target tax professionals

English | Espariol | S0 (i

12022+ 2 2002
Topics in the News 1R:2022-36, February 16, 202

WASHINGTON — With tax season in full swing, the Internal Revenue Service, state tax agencies and tax industry today wamed
News Releases tax professionals of new emall scams that atempt to steal their tax software preparation credenitials.

The Security Summit partners warned these scams serve as a reminder that [a; ri5ionals remain prime targets for thieves.

vews Red for Fr ntly . el LH
Meyes Rnjeaves for Freaunty Thess thieves try to steal client data and tax preparers’ identities in an atte

Asked Questions

raudulent tax returns for refunds.
The latest phishing email uses the IR logo and a variety of subject lines such as "Action Required: Your account has now been
Multimedia Centor o

Tax Relief in Disaster Situations

“Scams continue ta evolve, and this one ks especially sinister since it threatens tax professional's accounts,” sald IRS
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@ “Account on hold” Phishing Email
IRS

Subject: Action Required: Your account |s on hold (TXPO99497)
From: "IRS.gov" <notification taxpro.irs.govibspoe-essiing,ats
Date: Thu, February 03, 2022 7-16 pm

Ta:

Your account has been put on hold

ALL tax preparers are required to apply a security feature to their Tax Pro account towards 2021 Tax
Returns processing.

* You have not updated your account

It is mandatory that you update your acc/ount immediately.
Please click https:/ [www.irs.gov/pro-service/Updateass to update your 2count now.
Impartant

Failure to update your account within the next 48hours will lead to your account being terminated and be
barred from filing tax returns claims for 2021 tax season. Your access will be restored once you have
updated your details.

Sincerety,
1ES.gov eServices

23
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f@ “Account on hold” Phishing Website

GHIRS

Please select your software below to get started

Xcpossune  DrakeSoftware OLTiro 'NTUIt

Lacerte’ Tax
infurt infurt ﬁ Crommsprocom  [MTaxPro
ProConnect” Tax ProSeries’ Tax pthd At o | !

Promaximx

s
ﬁlﬁ
RIGHTWAY

T,
) TaxProAlliance
e

wws TAXWARE

TaxWise  TaxWise uTa’;\f‘ TAXNISI®N @ TaxSlayer
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W f@ “Account on hold” Phishing Website

infuit
ProConnect” Tax

25
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W@ BEC versus BES
IRS

Business email compromise (BEC)

Hijacking an email account or an email server to intercept
business transactions and redirect payments

Business email spoofing (BES)

Sending spoofed email from an external account pretending to
be a company executive authorizing an irregular payment
transaction

[Source: Dell SecureWorks]
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g’ .
I%Sw BEC/BES variants

Direct Deposit
Employment
Fake Invoice
Gift Card
Title/Escrow
Wire transfer
w2
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¥i) BEC/BES Direct Deposit
IRS

From: [REMOVED] ceo.mail0110@gmail.com
Sent: Thursday, May 19, 2022, 3:45 PM

To: [REMOVED]

Subject: REQUEST!!!!

Hello [REMOVED],

I want you to update my new banking information before the next payroll
is completed. What details will you need?

Regards
[REMOVED]
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@ BEC/BES Gift Card (Tax preparer
IRS EAC)

From: [TAX PREPARER]
Subject: Help & Favor !!! [TAX PREPARER]
Date: August 16, 2018 at 1:24:05 PM CDT

How are you? | need a favor from you.

I need to get an iTunes gift card for my Niece, Its her birthday but i
can't do this now because I'm currently traveling.Can you get it
from any store around you? [I'll pay back as soon as i am back.
Kindly let me know if you can handle this.

A X-RRERARER]

29

¥ BEC/BES W2
IRS

From: [REMOVED]

Date: Fri, Feb 11, 2022 at 8:19 AM

Subject: W2 review

To: [REMOVED]

[REMOVED]

Kindly send me the W-2’s, copies and earning summaries for all
employees 2021 for a quick review. It should be sent in PDF
format

Thanks [REMOVED]
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@ Ransomware
IRS

lour decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily
not 50 encugh time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

| Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

[We will have free events for users wha are so poor that they couldn't pay in 6 months.

ut you have

Your files will be lost on

S/20/2017 00:47:55 "

How Do I Pay?
Pay ed in Far more click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>

[And send the correct amount to the address specified in this wind:
After your payment, click <Check Payment>. Best time to check: 9

Time Left

00am - 11:00am

Send $30

1219YDPgwuaZONyMgw519pT AABIS|r6 SMw
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¥i§) Deploy the “Security Six”
IRS Protections

1. Anti-virus software

2. Firewalls

3. Two-factor authentication

4. Backup software/services

5. Drive encryption

6. Virtual Private Network (VPN)

33
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W RS Signs of Client Data Theft

Client e-filed returns begin to reject

Clients who haven’t filed tax returns begin to
receive authentication letters (5071C, 4883C,
5747C) from the IRS

Clients who haven'’t filed tax returns receive’

refunds S e

34
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W f@ Signs of Client Data Theft — cont.

Clients/Practitioners receive tax transcripts
that they did not request

Clients who created an IRS Online Services
account are notified that their account was
accessed or disabled

Another variation: Clients receive notice that
an account was created in their names

35
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IRS

IRS, Treasury and/or tax-related phishing scams:
Please send full email headers to phishing@irs.gov

If you click on a nefarious link, download a document,
etc.: Contact Your Tax Software Provider

Tax preparers who experienced a data breach:

Contact Stakeholder Liaison (SL): (www.irs.gov
search “Stakeholder Liaison”)

TIGTA.gov
FTC.gov or IdentityTheft.gov

36
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m Protect Your Business
IRS

Publication 4557(Safeguarding Taxpayer Data)
at IRS.gov

Small Business Information Security — The
Fundamentals at NIST.gov

Subscribe to e-News for Tax Professionals

37
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Creating a Written Information Security Plan
for your Tax & Accounting Practice

IRS Publication 5708

38
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Creating a Written Information Security Plan (WISP) for your
Tax & Accounting Practice

This document was prepared by the Security Summit, a partnership of the Internal Revenue Service, state tax
agencies, private-sector tax groups as well as tax professionals. The mission of the Security Summit is to fight
identity theft and tax refund fraud. *

This document is intended to provide sample information and to help tax professionals, particularly smaller
practices, develop a Written Information Security Plan or WISP. It is not an exhaustive discussion of everything
related to WISPs and it is not intended to replace your own research, to create reliance or serve as a
substitute for developing your own plan based upon the specific needs and requirements of your business
or firm. A written information security plan is just one part of what tax professionals need to protect their clients and
themselves. Given the rapidly evolving nature of threats, the Summit also strongly encourages tax professionals to
consult with technical experts to help with security issues and safeguard their systems.

There are many aspects to running a successful business in the tax preparation industry, including reviewing tax
law changes, learning software updates, and managing and training staff. Creating a Written Information Security
Plan or WISP is an often overlooked but critical component. Not only is a WISP essential for your business and a
good business practice, the law requires you to have one. For many tax professionals, knowing where to start when
developing a WISP is difficult. This guide provides multiple considerations necessary to create a security plan to
protect your business, and your clients and comply with the law.

39
WISP - Outline
The bare essentials of a Written Information Security Plan are outlined below. Be sure you incorporate all the
required elements in your plan, but scale the comprehensiveness to your firm's size and type of operation. The
elements in the outline are there to provide your firm a narrower scope of purpose and define the limitations the
document is meant to cover. Therefore, many elements also provide your firm with a level of basic legal protections
in the event of a data breach incident. For a detailed explanation of each section, please review the detailed outline
provided in this document.
I.  Define the WISP objectives, purpose, and scope
Il. ldentify responsible individuals
a. List individuals who will coordinate the security programs as well as responsible persons.
b. List authorized users at your firm, their data access levels, and responsibilities.
Ill. Assess Risks
a. Identify Risks
= List types of information your office handles
= List potential areas for data loss (internal and external)
®  OQOutline procedures to monitor and test risks
IV. Inventory Hardware
a. List description and physical location of each item
b. Record types of information stored or processed by each item
40
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@ Resources
IRS

IRS.gov websites:

www.irs.gov/newsroom/irs2goapp

www.irs.qov/ProtectYourClients

www.irs.gov/identity-theft-central

www.irs.gov/securitysummit
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