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Understanding your Form 1099-K

Form 1099-K, Payment Card and Third Party Network Transactions, is
an IRS information return used to report certain payment transactions.

 You should receive Form 1099-K from a payment settlement entity by
January 31st if, in the prior calendar year, you received payment: 

 Through a payment card transaction, for example, through 
debit cards, credit cards, prepaid cards, gift cards, etc., 
and/or

 In settlement of third party network transaction above the 
minimum reporting threshold for the provision of goods or
services. 

If you received payments from the same payor that include both 
payment card and third party network transactions, you should 
receive a separate Form 1099-K reporting the gross amount from 
each type.
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Definitions

Payment settlement entity (PSE)
• In the case of a payment card transaction, the bank or other 

organization that has the contractual obligation to make payment to 
participating payees in settlement of payment card transactions, and 
in the case of a third party network transaction, the third party 
settlement organization. 

Third party settlement organization (TPSO)
• Central organization that has the contractual obligation to make 

payments to participating payees (such as merchants) of third party 
network transactions. 

Third party network transaction
• Any transaction that is settled through a third party payment network. 

Third party payment network is any agreement or arrangement that 
provides:

• Guarantee of payment to the persons providing goods or services 
(participating payees) in settlement of transactions with purchasers 
pursuant to the agreement or arrangement. 
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Form 1099-K Minimum Reporting Threshold for 
Third Party Payment Network Transactions

For returns for calendar years prior to 2022:

• Aggregate amount of payments for goods and services 
exceeds $20,000, AND

• More than 200 such transactions

For returns for calendar years 2022 forward:

• Aggregate amount of payments for goods and services 
exceeds $600

• This is determined without regard to the number of 
transactions

Does not include receipt of payments from family or friends for 
gifts, shared trips, reimbursements, etc.
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Income Reporting and Recordkeeping

 You must report all taxable income you receive on your income tax 
return. 

 Your business’s books and records should reflect your business
income includingamounts that may be reported on Form 1099-K.

In most cases, your business income will be in the form of:

o Cash

o Checks and Electronic Funds Transfers (EFTs)

o Debit/credit card payments*

o Payments received through third party network transactions* 

*Generally reported on Form 1099-K 

Form 1099-K is used to report the gross amount of total reportable transactions 
for the calendar year without regard to any adjustments for credits, cash 
equivalents, discount amounts, fees, refunded amounts, or any other amounts.
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IRS.gov resources4

Understanding Your 1099-K

Understand Form 1099-K, 
Payment Card and Third Party 
Network Transactions, and what 
you should do if you receive 
one.

About Form 1099-K, Payment 
Card and Third Party Network 
Transactions

Includes recent updates, related 
forms, and instructions on how to 
file. 

General FAQs on Payment Card 
and Third Party Network 
Transactions

General frequently asked 
questions on Payment Card and 
Third Party Network 
Transactions.

Publication 334 Tax Guide for 
Small Business (For Individuals 
Who Use Schedule C or C-EZ) 

Contains general information 
about the federal tax laws that 
apply to small business owners.
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Tax Professional Data Breaches and 
How Tax Pros Can Protect 

Themselves
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Objectives

Identify spear-phishing emails that target tax  
professionals

Report tax related spear-phishing scams

Protect yourself from becoming a victim of a phishing  
scam and data breach; and

Report a tax professional data breach
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Spear-phishing Scams  Targeting 
Tax Professionals
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The recent Verizon Data Breach Investigations Report  (DBIR) 
found:

“82% of breaches involved a human element” (e.g.,

Phishing, Misuse, or Error)

Phishing was one of the four main entry points into  an 
organization

The recent Internet Crime Complaint Center (IC3)  report 
Phishing/Vishing/Smishing/Pharming was listed  as a Top 5 
Crime Type reported over the last five (5)  years

Current Data Breach Statistics
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The most common schemes that target tax professionals are:

spear phishing

ransomware

unauthorized access

Common Schemes
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A Lure: enticing email content

A Hook: an email-based exploit (e.g., a phishing URL or  
malicious attachment)

A Catch: a transaction conducted by an actor following a  
successful attempt

Phishing Lifecycle
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IRS-themed Phishing Email
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Targets a specific audience

Appears as a familiar or trusted contact

Fellow tax practitioner

Tax software provider

Potential or current client

The goal is to convince you to open a URL or  download an 
attachment

Spear Phishing
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“New client” scam

Account takeover

Business email compromise (BEC) / business email spoofing  
(BES) scams

Common Spear Phishing Scams
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From: [REMOVED]  

To: [TAX PREPARER]

Sent: Thu, Apr 21, 2022 3:06 pm

Subject: Extension Client Intake  

Good Morning,

I am [REMOVED], married, father of three teenage boys and a 
business owner. My  family and I have lagged behind in filing our 
taxes and I am hoping you are not at  capacity and willing to take 
on a new client? I have all by books and forms in place,  don't owe 
taxes and usually make estimated tax payments.

Please write back if you are open to new tax clients and how to 
proceed.  Regards[REMOVED]

“New Client” Scam 1st Email
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From: [REMOVED]  

To: [TAX PREPARER]

Sent: Wed, May 4, 2022 6:14 am  

Subject: Re: Extension Client Intake

Hi [TAX PREPARER],Sorry for the late response, things haven't been 
going as  planned lately. I won't want to bore you with personal issues. As 
for my taxes, I  usually don't owe taxes, applied my prior year refund and 
also made estimated tax  payments to cushion effects of situations like 
these.

*[REMOVED]_1040_ScanCopy.pdf

<hxxps://example[.]example/file/[REMOVED]>*

Above is a secure and SSL excerpted copy of my prior year returns for 
your perusal.  Kindly review and advise on way forward... I look forward 
to talking with  you.Regards[REMOVED]

“New Client” Scam 2nd Email
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Account takeovers are often the result of spear phishing  
emails that target tax professionals

Account takeovers are a common source of data breaches,  
leading to fraudulent tax filings for individuals and for  
businesses

Account Takeover
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Account Takeover (cont.)
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“Account on hold” Phishing Email
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“Account on hold” Phishing Website
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“Account on hold” Phishing Website
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Business email compromise (BEC)

Hijacking an email account or an email server to intercept  
business transactions and redirect payments

Business email spoofing (BES)

Sending spoofed email from an external account pretending to 
be  a company executive authorizing an irregular payment 
transaction

[Source: Dell SecureWorks]

BEC versus BES

26

25

26



14

Direct Deposit

Employment

Fake Invoice

Gift Card

Title/Escrow

Wire transfer

W2

BEC/BES variants
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From: [REMOVED] ceo.mail0110@gmail.com  

Sent: Thursday, May 19, 2022, 3:45 PM  

To: [REMOVED]

Subject: REQUEST!!!!

Hello [REMOVED],

I want you to update my new banking information before the next payroll 
is  completed. What details will you need?

Regards  

[REMOVED]

BEC/BES Direct Deposit
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From: [TAX PREPARER]

Subject: Help & Favor !!! [TAX PREPARER]  

Date: August 16, 2018 at 1:24:05 PM CDT

How are you? I need a favor from you.

I need to get an iTunes gift card for my Niece, Its her birthday but i 
can't do this  now because I'm currently traveling.Can you get it 
from any store around you?  I'll pay back as soon as i am back. 
Kindly let me know if you can handle this.

[TAX PREPARER]

BEC/BES Gift Card (Tax preparer
EAC)
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From: [REMOVED]

Date: Fri, Feb 11, 2022 at 8:19 AM  

Subject: W2 review

To: [REMOVED]

[REMOVED]

Kindly send me the W-2’s, copies and earning summaries for all 
employees 2021  for a quick review. It should be sent in PDF 
format

Thanks  [REMOVED]

BEC/BES W2
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Ransomware
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UnauthorizedAccess
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1. Anti-virus software

2. Firewalls

3. Two-factor authentication

4. Backup software/services

5. Drive encryption

6. Virtual Private Network (VPN)

Deploy the “Security Six”
Protections
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Client e-filed returns begin to reject

Clients who haven’t filed tax returns begin to 
receive authentication letters  (5071C, 4883C, 
5747C) from the IRS

Clients who haven’t filed tax returns receive 
refunds

Signs of Client Data Theft
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Clients/Practitioners receive tax transcripts 
that they did not  request

Clients who created an IRS Online Services 
account are  notified that their account was 
accessed or disabled

Another variation: Clients receive notice that 
an account was  created in their names

Signs of Client Data Theft – cont.
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IRS, Treasury and/or tax-related phishing scams:  

Please send full email headers to phishing@irs.gov

If you click on a nefarious link, download a document, 
etc.:  Contact Your Tax Software Provider

Tax preparers who experienced a data breach:  

Contact Stakeholder Liaison (SL):  (www.irs.gov 
search “Stakeholder Liaison”)

TIGTA.gov

FTC.gov or IdentityTheft.gov

Reporting
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Publication 4557(Safeguarding Taxpayer Data) 
at IRS.gov

Small Business Information Security – The 
Fundamentals at  NIST.gov

Subscribe to e-News for Tax Professionals

Protect Your Business
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IRS Publication 5708 
38

37

38



20

Communications & Liaison 
STAKEHOLDER LIAISON 

39

Communications & Liaison 
STAKEHOLDER LIAISON 

40

39

40



21

Resources

IRS.gov websites:

www.irs.gov/newsroom/irs2goapp

www.irs.gov/ProtectYourClients

www.irs.gov/identity-theft-central

www.irs.gov/securitysummit
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