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Tax Professional Data Breaches and 
How Tax Pros Can Protect 

Themselves
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Spear-phishing Scams  Targeting 
Tax Professionals
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The recent Verizon Data Breach Investigations Report  (DBIR) 
found:

“82% of breaches involved a human element” (e.g.,

Phishing, Misuse, or Error)

Phishing was one of the four main entry points into  an 
organization

The recent Internet Crime Complaint Center (IC3)  report 
Phishing/Vishing/Smishing/Pharming was listed  as a Top 5 
Crime Type reported over the last five (5)  years

Current Data Breach Statistics
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The most common schemes that target 
tax professionals are:

• spear phishing
• ransomware
• unauthorized access

Common Schemes
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A Lure: enticing email content

A Hook: an email-based exploit (e.g., a phishing URL or  
malicious attachment)

A Catch: a transaction conducted by an actor following a  
successful attempt

Phishing Lifecycle
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From: [REMOVED]  

To: [TAX PREPARER]

Sent: Thu, Apr 21, 2024 3:06 pm

Subject: Extension Client Intake  

Good Morning,

I am [REMOVED], married, father of three teenage boys and a 
business owner. My  family and I have lagged behind in filing our 
taxes and I am hoping you are not at  capacity and willing to take 
on a new client? I have all by books and forms in place,  don't owe 
taxes and usually make estimated tax payments.

Please write back if you are open to new tax clients and how to 
proceed.  Regards[REMOVED]

“New Client” Scam 1st Email
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From: [REMOVED]  

To: [TAX PREPARER]

Sent: Wed, May 4, 2022 6:14 am  

Subject: Re: Extension Client Intake

Hi [TAX PREPARER],Sorry for the late response, things haven't been 
going as  planned lately. I won't want to bore you with personal issues. As 
for my taxes, I  usually don't owe taxes, applied my prior year refund and 
also made estimated tax  payments to cushion effects of situations like 
these.

*[REMOVED]_1040_ScanCopy.pdf

<hxxps://example[.]example/file/[REMOVED]>*

Above is a secure and SSL excerpted copy of my prior year returns for 
your perusal.  Kindly review and advise on way forward... I look forward 
to talking with  you.Regards[REMOVED]

“New Client” Scam 2nd Email
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IRS-themed Phishing Email
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Targets a specific audience

Appears as a familiar or trusted contact:

• Fellow tax practitioner

• Tax software provider

• Potential or current client

The goal is to convince you to open a URL or  download an 
attachment

Spear Phishing
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Account Takeover (cont.)
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“Account on hold” Phishing Email
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“Account on hold” Phishing Website
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Ransomware
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1. Anti-virus software
2. Firewalls
3. Two-factor authentication
4. Backup software/services
5. Drive encryption
6. Virtual Private Network (VPN)

Deploy the “Security Six” Protections
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Client e-filed returns begin to reject
Clients who haven’t filed tax returns begin to 
receive authentication letters  (5071C, 4883C, 
5747C) from the IRS
Clients who haven’t filed tax returns receive 
refunds

Signs of Client Data Theft
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Clients/Practitioners receive tax transcripts 
that they did not  request

Clients who created an IRS Online Services 
account are  notified that their account was 
accessed or disabled

Another variation: Clients receive notice that 
an account was  created in their names

Signs of Client Data Theft – cont.
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IRS, Treasury and/or tax-related phishing scams:  
Please send full email headers to phishing@irs.gov

If you click on a nefarious link, download a document, 
etc.:  Contact Your Tax Software Provider
Tax preparers who experienced a data breach:  

Contact Stakeholder Liaison (SL):  (www.irs.gov 
search “Stakeholder Liaison”)

TIGTA.gov
FTC.gov or IdentityTheft.gov

Reporting Phishing Scams
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Publication 4557(Safeguarding Taxpayer Data) 
at IRS.gov
Small Business Information Security – The 
Fundamentals at  NIST.gov
Subscribe to e-News for Tax Professionals

Protect Your Business
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Resources

IRS.gov websites:
www.irs.gov/newsroom/irs2goapp
www.irs.gov/ProtectYourClients
www.irs.gov/identity-theft-central
www.irs.gov/securitysummit
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Multi-Factor Authentication
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IRS Publication 5708 
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Data Breach/Ransomware Attacks

Reporting a Data Breach or Ransomware Attack
• Contact your local Stakeholder Liaison (SL)

o Provide details promptly
• Follow the guidance from your SL, Pub 5293, Pub 4557 and the IRS Data 

Breach webpage
• Take steps to discover the cause of the attack
• Notify local and other federal agencies based on the type of attack
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National Security Awareness Week
December 2, 2024 – December 6, 2024
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Tax Scams, Identity Theft, Refund Fraud



STAY SAFE WHILE SHOPPING ONLINE

Shop only on secure sites

Use only secured networks

Update security software

Secure devices 

Use malware stoppers and firewalls

Use strong, unique passwords

Use multi-factor authentication2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



STAY SAFE ON SOCIAL MEDIA

Follow IRS-verified social media 
accounts and e-news services
Don’t provide personal or financial 
information 
Verify eligibility for tax credits with 
a trusted tax professional
Use IRS.gov to fact check 
information
Stay aware of the latest scams by 
following @IRStaxsecurity on X

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW

Pub 5461 Protect Personal and 
Financial Information Online



INDIVIDUALS STAY SAFE BY USING AN 
IDENTITY PROTECTION PIN (IP PIN)

Use an Identity Protection (IP) PIN when 
filing a tax return, including amended or 
prior year returns 

The IRS will never ask you for your IP PIN

Protect your IP PIN and only share it with 
trusted tax software provider or tax 
preparer

Pub 5461-B Get an Identity 
Protection PIN

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



BUSINESSES STAY SAFE BY
SAFEGUARDING INFORMATION

Safeguard customer data by:
- Setting security software to update automatically
- Back up important files
- Require strong passwords with multi-factor 
authentication 
- Encrypt all devices

Beware of phishing and 
impersonation schemes

Review tips in the business section 
of Identity Theft Central on IRS.gov

Pub 5461-C Businesses should 
watch out for tax-related scams 
and implement safeguards

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



Tax Pros Stay Safe by having a 
WRITTEN INFORMATION SECURITY PLAN (WISP)

Pub 5461-D Tax professionals 
should review their security 
protocols
Pub 5461-F Review account 
details on secure portal

Develop a written information security plan 
(WISP)

Use IRS Secure Online Tools (Tax Pro Account) 

Use Multi-Factor Authentication 

Know what to do if you have a data breach

Pub 5708 Creating a WISP

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW
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e-News Subscriptions

IRS.gov/subscribe



IRS2Go Mobile App

IRS.gov/irs2go
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